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ÅUnderstand the concept of Network Access Control

ÅUnderstand the architecture of Microsoftôs NAP

ÅUnderstand the implementation options for MS NAP

Objectives
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üWhat is Network Access Control?

ÇNAP Detailed Architecture

ÇNAP Enforcement

ÇSummary



The Network Boundary

ÅTraditional thought: 

īThe organization network is considered a ñsafeò zone

īDevices attached to the internal network and behind the 
firewall are within the organization networks

ÅAre the devices attached to the network safe?

īHackers, malicious users/code writers, and unsuspecting 
users have discredited the myth that the ñinternalò 
network is safe

īMalicious kits in many forms take advantage of networked 
systems

ÅRoot kits and viruses (Melissa, Love Bug, Code Red, Slammer)

īEntry into the organizations network comes in many forms



Controlling Access to the Network

ÅPoints of network access include:

īVPN and Dial-up ports

īWired and Wireless switch ports

īDMZ systems with specific access to internal systems

īInternet exposed applications (i.e. reverse proxy)

ÅControl methodologies include:

īCredential, certificate, and MAC based authentication

īAccess control lists based on IP and port definitions

īIntrusion Detection/Prevention Systems based on 
malicious pattern matching



The Boundary is Not the Edge

ÅAs soon as a system touches a foreign network its 
state must be considered unknown

īSystems in the perimeter network

īSystems in the extranet

īSystems on other ñunrestrictedò networks

īMobile systems

īNon-corporate systems

ÅConsultants/guests plugging in

ÅEmployees using personal systems

The edge of the network is the end-point system



Open Standards and Reference Architectures

Network Access Control

ÅInternet Engineering Task Force 
Network Endpoint Assessment
(IETF NEA or NEA)

īSee RFC 5209

īFocused on client-server protocols

ÅTrusted Computing Group
Trusted Network Connect
(TCG TNC or TNC)

īSome components published

īFocused on providing an architecture and set of 
protocols to enhance vendor interoperability

* HP is a founding member of the TCG and an active participant in the TNC
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Major Industry Players

Network Access Control

ÅCisco Network Admission Control 
(CNAC)

īFirst major player to market

īProprietary implementation based on Cisco devices

īCo-developed interoperability with Microsoft 

ÅMicrosoft Network Access Protection 
(MSNAP, MNAP, or NAP)

īSemi-proprietary implementation based on WS2008

īWorking with the TCG to provide wider interoperability

īAdopting/Creating TNC protocols where it makes sense

ÅMany other vendor specific solutions

īExtreme Networks, Juniper Networks, Mirage Networks, 
Symantec, FreeNAC



Architecture Components

Microsoft NAP

ÅNAP Client

īSystem Health Agents to collect health information

īEnforcement Clients request network access

ÅNAP Server Platform

īSystem Health Validators evaluate information from SHA

īPolicy Server determine client health and access

ÅNAP Enforcement Points

īPass health information and statements

īEnforce decision made by Policy Servers
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