
Active Directory Federation Services



Introducing AD FS



}Resource access within a single security realm - even 
within a single organization providing for secure 
resource access can present challenges

}Collaboration between organizations or simply 
different security realms presents even greater 
identity management and access problems

} The business challenge  ðthe main challenge to 
businesses is how to provide access to resources to 
non - employees, i.e. those people who do not have 
accounts in within the same security context as the 
resources being accessed



} Administrators create and manage resources such as: folders, 
printers, file shares, web sites, transactions

} Administrators create and manage accounts such as users, 
groups and roles ðassigning them authentication factors

} Administrators assign access rights so that accounts can 
access resources for read, write, view, purchase, cancel etc.

} A User authenticates themselves

�CUsername/Password, Biometric, Smartcard

�CReceives some form of token to indicate a successful 
authentication

} The User attempts to access the resource and is authorized 
on the basis of their token, which carries information about 
the user, group memberships and so on


